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Controlling the function of embeddednetwork processorsystemshas
so far beencon ned to simple con guration languagesand compo-
nent models, with the full programming capabilities available only
to trusted system-lewel programmers. In this paper, we consider a
software architecture enabling the safe execution of untrusted code
on the IXP1200 family of embeddednetwork processorsWe extend
known techniquesusedin extensibleoperating systemkernels,adapt-
ing them to the particular characteristics of the network processing
domain. The result is a restricted execution model trading o some
exibilit y for robustness,yet enabling a wide range of low-level ap-
plications or enhancemets not preserily possible.Experiments with

applications in network monitoring show that the price of safety in
such an ervironment is comparableto overheadsobsened in provid-
ing equivalent functionality on general-purposeprocessorsystems.



I. Intro duction

The continuing ewlution of networking technology has resulted
in a growing need for network applianceswith higher performance
than provided by general-purposeworkstations and more exibilit y
than provided by application-speci c integrated circuits (ASICS).
This has resulted in the dewvelopmert of a broad class of system
architectures referred to as network processors.Although network
processorstake di erent forms depending on the expected needsof
padket processingapplications, a typical designinvolvesa fair num-
ber of fully-programmable parallel processingunits, along with a
variety of hardware assiststo acceleratespeci ¢ network computa-
tions. The various processingelemens on the network processorare
usually coupledwith a general-purposeprocessorto form a process-
ing hierarchy[SKPGO1]. The designerof a high-performancenetwork
appliancethen developsappropriate application rm warefor the net-
work processorand software for the general-purposeprocessotin this
hierarchy. Besideso ering high performance,the system can easily
be updated (for new functionality or bug- xes) without the needto
redesignnew circuits.

Although standard, vendor-implemerted functionality is usually
sucient, in some casesit is necessaryfor the network operator
(or even the customers)to manipulate the network processorfunc-
tion, beyond what can be provided through a simple con guration
language.Providing a robust general-purposeprogramming ernviron-
mernt on a network processor,similar to what is o ered by the oper-
ating systemon a general-purposesystem, is not currently possible:
existing work either restricts exibilit y to the higher levelsof the pro-
cessinghierarchy only[SKPGOL1], or assumesthat code provided by
userscan be expectedto be correct and can thus be safely executed
on the network processorwithout further precautions|[CCK* 02].

In this paper we addressthe problem of designing a general-
purpose programming ervironment acrossall layers in a network
processinghierarchy. In previous work, we have showvn how the open
kernel environment (OKE) provides a safe, resource-cotrolled pro-
gramming ervironment which allows fully optimised object code to



be safely executedin a Linux kernel by non-privileged users[BS02].
This paper discussesa set of extensionsto the OKE for providing

similar functionality at the network processorlevel. Speci cally, we
show that a lightweight OKE, known as Diet-OKE , can be usedto

allow resourcesharing on the micro-enginesof the IXP1200 network

processor[Int00]. In the Diet-OKE , userscan load new applications
anywherein the hierarchy wherethere is a generalpurposeprocessor
running an operating systemlike embeddedLinux, or as plug-ins in

speci ¢ 'slots' in application frameworks for those levelsthat consist
of embedded processingelemers. Although this work is certered

around the architecture of a speci ¢ network processor,we expect
that the sameset of techniques can be adapted to construct similar

architectures for other network processorsas well.

The rest of this paper is organised as follows. In Section Il we
present the overall architecture and the issuesthat needto be ad-
dressedto safely executeusercode in the lower levels of a processing
hierarchy, with particular emphasison embedded network proces-
sors.We also discusshow trust managemem [BFIK99 ] coupled with
atrusted compiler can be usedto cortrol the useof sharedresources
at any level in the processinghierarchy. Sectionl|| addressesn more
detail how these conceptsapply to the IXP1200 family of network
processors. In Section IV an example is given of an application
framework for special-purpose processingengineson the 1XP1200
and it is shavn how new applications can be pluggedin this frame-
work. A setof simple experiments are preseried in SectionV. Finally,
in Section VI, conclusionsare drawn.

Il. Arc hitecture and implemen tation

Processingin network appliancessuch as routers and rew alls is
typically performed by a processinghierarchy structured similarly to
the architecture shawvn in Figure 1. The speci ¢ processinghierarchy
shawn in the Figure usesthe Intel IXP1200 network processorwhich
we discussin more detail in SectionD. The processinghierarchy here
consistsof v e distinct layers:
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Figur e 1. Architecture (the IXP1200 is usedas an example)

LO: software componerts running on the NP's parallel processing
elemerns (called microengines,or -engines);

L1: kernelcode running on the NP control processor;

L2: user-spaceprocesse®n the NP control processor;

L3: kernel modulesrunning on the host CPU,;

L4: user-spaceprocessesunning on the host CPU.

The allocation of functions to di erent levels of the processinghi-
erarchy is basedon the ideathat for achieving high performancethe
\common case"should be dealt with at the lowest possiblelevel, and
exceptional, irregular and cortrol tasks should be deferredto higher
levels. Beyond the performance-relatedconsiderations,the lower lev-
els are much harder to program, while also having limited resources
(for example, instruction store on the IXP1200).

While the architecture includes all processinglevels, this paper
considersonly the lowest levelsin the hierarchy. Obserwe that once
programs are loadedin any level below L4, there is no default (soft-
ware or hardware) support to enforce “safey'. For example, priv-
ileged instructions are no longer guaranteed to be privileged and
memory managemen units (MMUS) no longer ensurethat a party
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only accessegts own addressspace.So,if multiple parties are allowed
to program theselevelsdirectly, i.e. using fully optimised native code,
other mechanismsare neededto enforcesafety by meansof resource
control. As an example, we discusscode running in a NP or kernel.
After we have sketched the principles, we will explain in somedetail
the mecanismsin the subsequeh sections.

A. The open kernel environmen t

The problem of loading code in embedded NPs is in many ways
similar to that of loading code in the kernel of an operating sys-
tem. It is a sensitive operation that imposesrisks to the safe and
robust operation of the system, and is therefore typically restricted
to privileged users,assumingthat those userswill only provide safe
and correct code. From a performance perspective, it would be use-
ful to avoid suc restrictions, as this would eliminate overheadsof
crossingprotection boundariesin the caseof operating system ker-
nels, or the cost of host-NP communication in the caseof network
processinghierarchies. Although it is possibleto design restricted
application-speci ¢ languagessud as, for instance, the interpreted
Iter languageusedby BSD padket Iters [MJ93], a systemthat gives
emphasisto generality would rather set the level of abstraction at
the level of general-purposeobject code.

The OKE replacesthe hard barrier that prevents usersfrom load-
ing code in the kernelor NP with more ne-grained cortrols on what
such code is allowed to do. In the OKE, trust managemet is used
to determine the privileges of userand code. Privileges are expressed
in the form of credentials. These credertials are used by a trusted
compiler to determine the constraints to be enforcedfor a particular
module. We will briey describe the OKE's two main componerts:
the code loader (CL), and the trusted compiler; we refer to [BS02]
for a full description of the system.

To run codein the kernel or on the NP, a usersubmits object code

* A complete version of the OKE for the Linux kernel is available for download
from http://www.liacs.nl/~herbertb/projects/oke/
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Figur e 2. Userloads module in the kernel

and the assaiated credertials to the CL. If the credertials match the
code and the security policy, the CL loadsthe code (Figure 2). The
security policy is provided to the CL at start-up.

Most NP vendorsprovide “tailored C compilers' for their devices,
enabling usto write codein C or any alternativ e high-level language
for which a translator to C exists. We choseto adopt an alternative
C-like languagethat interfaceseasily to the rest of the environment
(i.e. NP or kernel) and which we modi ed in such away that, depend-
ing on the client's privileges, more or lessaccesss givento resources,
APIls and data, and/or more or lessruntime overheadis incurred.
The languagewe useis Cyclong a crash-freelanguagederived from
C which ensuressafe use of pointers and arrays, o ers fast, region-
basedmemory protection, and inserts few runtime cheds [JIMG * 02].
Howevwer, for true safety and speed, using Cyclone was not su cien t
and we extended it in various ways as discussedbelow. For pro-
gramsrunning on the -engines,the compiler will generate -engine
C which is subsequetly compiled by the -engineC compiler.

The keyideais that restrictions, called customisations are applied
to a usermodule depending on that user'scredenials (seeFigure 3).
Customisations are determined by customisation types which have
unigue identi ers, called customisation type identi ers . As an exam-
ple, a customisationtype may specify that the codeis givena speci c
(safe) APl and also someupperbounds on the amourt of processing
time and memory it is allowed to use. The amount of memory may
still be con gurable and vary from userto user, but it will always be
lessthan the speci ed upper bound. In other words, a customisation
type de nes the broad category in which the restrictions fall, while
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the instantiation of the type applies the speci ¢ con guration pa-
rameters for a certain user. The code is bound to the customisation
type by meansof an unforgeable compilation record which should
match the code and the credertials that are later presened by the
user to the CL. Once loaded, the code runs natively at full speed.
Depending on the users' credertials, they get accessto other parts
of the NP or the kernel via an APl corntaining the routines which
they may call. The routines are linked with the user'scode. In other
words, the API is usedto enapsulatethe rest of the NP/k ernel.

The application of the trust medanism is not limited to NP or
kernelmodules:it ts any situation where code must be restricted at
compile time to comply with a policy. In the remainder of this sec-
tion, we will showv what the challengesare for implementing policies
at compile time, and we will shov how we can solve these challenges
for the di erent parts of the processinghierarchy.

B. Implemen ting a policy at compile-time

Giventhe trust mechanism, we still needto ensurethat code com-
plies with a given safety policy at compile time. The following issues
must be addressedif we want to enableusersto run applications in
any ervironment in a safe manner:

1. memory protection in the spatial domain (bounds cheding);

2. memory protection in the temporal domain (referencego freed
memory);

3. stack overrun protection;

4. processingtime restriction;
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5. API restrictions;
6. hiding of sensitive data;
7. removing/disabling misbehaving code.

The compilerimplemerts restrictions by prepending (prior to com-
pilation) the appropriate Environment SetupCode (ESC) to the code
submitted by the user. The ESC instructs the compiler on how to
restrict the code for achieving the following goals:

1. remove dangerousconstructs from the programming language;

2. remove the ability to import APIs;

3. remove accesdo certain namespaces.

4. lock certain elds of data structures sothat they can neither
be read nor written;

5. wrap all entry points of the code with custom wrapping code.

In addition, the compiler statically analysesstack usageand, if
necessaryinserts run-time cheds to ensurethat applications do not
overrun their stadk bounds.

The medanismsof the OKE-Cyclone compiler, conbined with the
basic safety properties of the Cyclone language,are usedby the ESC
to build a restricted ervironment for the application.The general
structure of Environment Setup Code can be described as a positive-
negative structure. First, a set of APIs and support structures is
declared (or included) with a set of wrappers controlling all direct
accessego critical functions (the positive part). Second,the APIs
and critical languageconstructsthat the usershould not usedirectly
are hidden (the negative part). After the ESC has been processed,
an application is left with a safe APl and just enoughrope to hang
itself, but not enoughrope to hang the whole target ernvironment.

C. Sharing embedded network pro cessors

Embedded systemsoften concern special-purpose hardware that
is cheap and fast at performing a small number of functions. There
is neither the possibility, nor the needto share such systems. Net-
work processorson the other hand, are represenativ e of an ertirely
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di erent family of embeddedsystems.Although theseprocessorsare
tailored to the speci ¢ needsof padket processingapplications, they
are fully programmable parallel machines capableof implemerting a
wide range of functions. The basic premise of network processorss
a better performance- exibilit y trade-o comparedto choosing be-
tweenan ASIC and a general-purposeCPU.

Of particular interest in this context is the monitoring platform
ervisioned in the SCAMPI project [Con01]. The goal is to provide
a generic\monitoring appliance" enabling multiple applications to
gather statistics on network links of at least 10 Gbit/s. The envi-
sioned system should allow potentially untrusted hoststo run mon-
itoring code while ensuring that this code cannot crash the system
or accesssensitive data. For example, one module could monitor
network performance for supporting large-scaledistributed compu-
tations (\Grid" environments), another one could monitor the net-
work for potential denial of serviceattacks (e.g. TCP SYN padkets),
and another module scansa subset of the padkets for potentially
harmful content (e.g.#!/bin/perl  in the payload, which may indicate
a hacker).

While it is possibleto implement such an extensible monitoring
systemusing\o -the-shelf " componerts, the processingcapabilities
available to applications on a general-purpose architecture restrict
its scope to roughly 1 Ghit/s rates, while also providing a somewhat
limited processingbudget [AGIMO02].

Similarly, other applications may needto perform transcoding on
(possibly overlapping) subsetsof the trac, set dierentiated ser-
vices [BBC™ 98] bits in the IP header, or add forward error correc-
tion code to the payload of somepadkets. In this model, application
providers are “clients' of the hosting operator. Due to the high data
rates, it would bedi cult to support theseapplications on a general-
purposearchitecture.

Note that in many cases,both in network processingbut also in
the more generalcortext of embeddedsystems,there is neither the
possibility nor the needto provide a programming interface to un-
trusted applications, or to o er a multi-programming ernvironment.
Our work may be lessrelevant in thesecasesHowewer, in casessuc



as network monitoring, this is a reasonable(and challenging!) engi-
neering goal.

D. IXP1200 network pro cessor: architecture

The basic architectural componerts of the Intel IXP1200 NP are
shawvn in Figure 1. The NP includes a StrongARM control proces-
sor (running enbedded Linux) and 6 -engines,which are highly
optimised processingenginesfor fast padcket processing.Code run-
ning on the -enginesconsistsof low-level (assenbly-lik €) code, not
supported by an OS. Each -engine runs at 200 MHz contains 4
hardware cortexts (threads) implementing a form of simultaneous
multithreading[TEL95 ], a fairly extensive setof registers,and a small
instruction store (1K instructions). Padets are received from the
MACs in 64 byte chunks, knows as mpadkets and transferred into
a set of bu ers (capable of storing 16 mpadkets) over a proprietary
bus (the 1X bus). The micro-enginesand StrongARM interface to
SRAM, SDRAM and a small amount of on-board scratch memory:.
Although many di erent con gurations are possible,the IXP used
in this work was provided with two 1 Gigabit Ethernet MACs for
padket reception. More recert versionof the IXP contain more micro-
enginesead of which supports more threads. For example,the latest
model, known as IXP2800, contains 16 micro-engineswith support
for 8 threads ead, instruction storesof 4K, and additional support-
ing hardware units. By interfacing to 10GbpsEthernet, it surpasses
the link rate of the 1XP1200 by approximately an order of magni-
tude.

IIl. Sharing resources on the IXP1200

The necessarymedanismsfor safe programming of an operating
system kernel are provided by the OKE as described in [BS02]. As
the StrongARM processoron the IXP is capable of running a com-
modity operating system sud as Linux, the techniquesusedin the
OKE apply without further modi cations. The challenging part is
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enabling safe programming on the -engines:the -enginesdo not
run an operating system and do not provide support for common
programming conceptsfound in general-purpose architectures. For
instance, the -enginesdo not support stadks or recursion, so the
stack overrun problem does not exist. Therefore, someof the OKE
functions becomeredundart. On the other hand, -enginesafety re-
guiresissuessud asprocessingboundsto be addressedn a di erent
way, and someissuesare unique at this level.

The resulting modi ed OKE used on the -enginesis known as
Diet-OKE , and we sketch solutions for ead of the remaining prob-
lems listed in Section|l.B. Although there is currently no full com-
piler support for Diet-OKE , all medanismshave beenimplemented
and tested in isolation. The basis of our solutions lies in an OKE-
Cyclone compiler generating -engine C, a dialect of the C program-
ming languagewith -engine programming extensions.As the cur-
rent OKE-Cyclone compiler producesANSI C, the necessarnyransla-
tion to -engineC is relatively straightforward. As the storageclass
for all variables can be explicitly specied in -engineC, the OKE-
Cyclone compiler therefore needsto be extended with storage class
speci ers. Another issuewith -engine C is the presenceof many
intrinsic functions in  -engine C, but theseintrinsics have the same
appearanceas function calls and are therefore easyto support. Ap-
plying API restrictions for -enginesis in no way di erent from API
restriction in the regular OKE. Hiding of sensitive data in OKE-
Cyclone is handled using the locked type modier, and this meda-
nism can alsobe usedunmodi ed for hiding parts of data-structures
in -engine programs. The locked and const modi ers provide the
tools for detailed accesscortrol performed fully at compile-time.

A. Handling misb ehaving code

Diet-OKE attempts to catch potential problems in the code as
early as possible, e.g., at compile time. However, there will always
be situations that cannot be caugh statically and therefore require
the insertion of run time cheds. Code misbehaviour comesin vari-
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ousforms, e.g., memory accessviolations, CPU time violations, API

violations, and deadlock. Violations can be detected either within

the -enginecode itself (e.g., memory accessviolations and API vi-
olations), or from the outside (processingtime violation, deadlock).

There are multiple possibleresponsesto violations. For instance, one
can attempt to x the situation that occurred asit occurs, or, al-
ternativ ely, one may simply terminate the application. Fixing errors
usually costs extra instructions, and we prefer not to spend cycles
and valuable instruction store spaceon xing errors causedby incor-
rect code. Therefore, Diet-OKE simply terminates any application
that causedviolations.

Terminating an application running on a -engineis handled by
the IXP's StrongARM core. The software on the StrongARM is able
to stop an individual -engineand remove the application that was
running on that -engine, making the -engine available for a new
application. If a violation is detected from software running on the
StrongARM, the violating application can be terminated immedi-
ately. When a -enginedetectsaviolation, it noti es the StrongARM
of the violation and then leavesit to the StrongARM to take action.
When a violation is detected by instrumentation code inside an ap-
plication itself, e.g.by a boundsched inserted by OKE-Cyclone, the
application noti es the StrongARM of the violation and then goes
into an in nite loop, awaiting death.

One last issuewith terminating an application is that it may be
holding locks on sharedresources.To releasetheselocks, one needs
to maintain lock ownership information. Each global lock structure
therefore needsto include a eld identifying the -enginethat owns
it. To make this operation atomic, we use the hardware-supported
CAM locks assaiated with the IXP SRAM. These locks are fairly
e cien t: they are locks on memory addressesn SRAM that do not
block future reads on the SRAM but that only block other CAM
lock requestson the sameaddress.The CAM unlock operation also
allows an atomic write to the memory addressto be unlocked. These
two operations are su cien t for managing locks on sharedresources
as neededby our framework.
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B. Enforcing pro cessing constrain ts

The processingconstraints that needto be enforcedon -engines
are dierent from the StrongARM and the general-purpose CPU.
In the latter, the processoris shared betweenapplications, requiring
the use of a timer facility, or embedding guard instructions within
program loops for determining if an application has exceededits
allocated processingshare. In the former, applications are isolated
ondierent -engines,and suc cheds are not necessary

The only consequencef an application spending too much time
processinga padket is that the padket needsto be buered until
the application signalscompletion and releaseshe bu er. When an
application performs extensive processing,or runs into an in nite
loop, bu er spacewill not be released.This would not be a concern
if we could restrict applications to processonly one packet at a time,
as the number of bu ers can be con gured to exceedthe number
of applications. Some applications may, however, require bu ering
multiple padkets before computing a result.

The systemtherefore needsto considerwhether an application has
exceededa (policy-cortrolled) time budget for a particular packet
To addressthis problem, we opted for embedding the timeout ched-
ing in the receiwe loop of the application support framework. This
approad is straightforward and at the sametime e cien t. Applica-
tions running on -enginesare forcedto seta bit signalling that they
are donewith a packet. If an application doesnot provide this signal,
the timing violation will result in the application being terminated.

C. Packet access

Padketsarereadinto a -engineby reading them from the RFIF O
(the -enginehardwarereceivebu er) into SDRAM in 64 byte chunks
(mpackets). A pre ltering function determineswhether or not an ap-
plication should be given accessto a packet headerand if so, what
sort of access(read or write). lllegal accessis prevented by only
supplying padkets to an application after pre Itering hasbeendone.
Accessto speci ¢ parts of a padket can be guarded at compile time
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using a combination of accessAPIs and locked elds.

D. Memory access

Ensuring accessto memory locations is safeis the most complex
feature of Diet-OKE . Any implementation of memory accessrotec-
tion in the spatial domain requires some form of bounds chedking
which is complicated by the fact that IXP -engineshave no hard-
ware support for memory managemen Therefore, we are forced to
implement the cheds in the software, at the cost of expensiwe pro-
cessingeycles.The Cyclonelanguagehasbuilt-in support for bounds
chedking with varying levels of exibilit y and speed. Analysis of the
code generatedby the compiler has shown that someof the bounds
cheds can be eliminated through aggressie optimisation. In addi-
tion, the Cyclone languagehas facilities that allow for factoring out
bounds cheds from code blocks, e ectiv ely performing them only
oncein advance instead of ewvery time an array is referenced.The
conmbination of these two factors alleviates the pressurethat the
bounds chedks will put on the processingcycle budget of the appli-
cations.

Memory protection in the temporal domain required the useof a
garbagecollector in the OKE implementation for the Linux kernel.
It is clear that this cannot be donefor -engines.Instead, the pro-
tection is hidden behind APIs. We expect that in most casesit will
be su cien t for applications to preallocate xed chunks of memory
on start-up. This memory remains allocated throughout the lifetime
of the applications. Naturally, as memory is a shared resource,the
amount an application can preallocate would be cortrolled by policy
constraints.

IV. Application framew ork

We have implemented an application framework for padket pro-
cessingon the IXP that allows up to v e untrusted applications to
share the -enginesand perform independert network processing

14



functions. It should be mentioned that this application framework is
only an example, tailored to the task of network monitoring, assum-
ing multiple monitoring applications loaded by di erent userson the
NP.

The framework dedicatesone -engineon the IXP to the reception
of pacets, while the other -enginesrun the untrusted processing
applications!. A -enginethat transmits padkets is not included in
the framework, but transmissionscan be implemented by a consum-
ing -engine.As sud, the framework without a transmitter is mostly
useful for monitoring of padkets coming out of a splitter for that pur-
poseonly (i.e., that neednot be transmitted).

The application -enginesconsumethe padkets asyndironously,
allowing applications with highly varying padket consumption speeds
and per-padet speedvariations to work together without any prob-
lems. For example, one application might want to processalmost
every padet but for only a very short time, while another applica-
tion might want to processonly every onein a thousand padets but
for 500times aslong. Situations such astheseare handled gracefully
by this framework.

In the remainder of this Section we will describe the data struc-
tures usedto communicate betweenthe -enginesin the framework,
the activities performedby the -enginethat doesthe receiving, and
the structure of the applications on the other -engines.

A. Framew ork data structures

The data structure usedto communicate betweenthe receiver -
engineand the applications is essetially a circular bu er consisting
of slots that can cortain one padket eat. Becauseof the properties
of the di erent storageinterfacesof the IXP, the bu er is split over
SRAM memory (which hasrelatively low latency and supports syn-

L Although more enginescould be dedicated to packet reception, this leavesfewer

-enginesfor applications, while incurring more synchronisation overhead. Also,
when receiving data from only a single port, it is the port latency that is the
limiting factor, not the number of -enginesused.
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chronisation primitiv es) and SDRAM memory (which can be used
to receiwe padkets). The SRAM memory corntains the bookkeeping
information, while the SDRAM cortains the actual padet data. Ev-
ery slot in the bookkeepingbu er hasa corresponding xed-size slot
in the SDRAM bu er. Every bookkeepingslot cortains elds for the
following information:

' The number of bytes already received in the padet.

" A ag indicating whether the padet is complete.

' Five ags indicating whether application n (n = 1,2,3,4,5)
has nished processingthe padket.

' A read lock for eadh -engineand a single write lock.

B. Micro engine activities

The receiver -engine adds padets to the buer asit receives
them. It instructs the IXP's FBI (FIF O Bus Interface) to place the
received data in the SDRAM slot assaiated with the bookkeeping
slot. When the data hasbeenreceiwed, it updatesthe bookkeepingin-
formation in SRAM to re ect the reception of newdata. The receiver

-enginecan use multiple threads to receiwe up to four mpadkets si-
multaneously. Our measuremers have shown that a con guration
with only two threads gives the highest throughput. This can be
explained from the fact that the transfer of mpacket data from the
MAC to the RFIFO (the IXP's internal receive buer) hasto be
serialised,and at a certain point the addition of more threads just
leadsto a higher synchronisation overhead.

The application -enginesrun a loop that consumespadkets from
the bu er. Their reading position may be very closeto the padet the
receiver -engineis currently receiving (actually, they may already
read the padet asit is still being received), but they may also lag
behind a bit. Depending on the application, the -enginesmay pro-
cessmultiple padkets at the sametime in multiple threads, and the
threading functionality is usedto overlap the processingof multiple
padkets as much asis possiblewithout sacri cing safety.

The receiver -engine has one additional task, which consists of
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\mopping up" the padket slots behind the receivingapplications. The
cleaning code cleansup one padket slot for every packet received, so
it keepsan exactdistancein padets from the headof the bu er. The
purposeof this task is to limit the amourt of packetsthat atask may
lag behind, becausebu er spaceis limited and slots eventually have
to bereused.When a padcket slot is mopped up, it is possibleto detect
that an application hasnot nished processingthe padket (from the
ag in the bookkeepinginformation), and when this is the case,this
is regarded as an application misbehaviour, and the application is
immediately terminated.

C. Application structure

In the specic application framework, an ertire -engineis allo-
cated for eadh application. Extending this framework for an applica-
tion to allocate multiple -enginesis straightforward. The user can
decidehow the resourceqe.g.threads) of the -engineneedto be uti-
lized for the particular application. A usertypically dedicatessome
threads to padket processing,and others to auxiliary tasks (such
as performing maintenancework on module state). The structure of
auxiliary threadsis generallyleft to the application, within the safety
limits determined by the ESC. The control of the padcet processing
thread is however fully in the hands of the ESC: the ESC provides
slots where userscan plug application-speci ¢ code.

A typical padket processingthread consistsof aloop that processes
one packet per iteration. Processingin the loop can take dierent
forms depending on what part of the packet needsto be inspected,
and the type of accesdqread or write) that is neededby the applica-
tion. For instance, if an application is interested only in IP headers
these lie ertirely in the rst mpadket and the application does not
have to wait for additional mpadkets to be received. The current
application framework is optimized for read access,assuming that
reading is more common than writing on padket data (which is the
casein monitoring applications). Obtaining a read lock is done by
setting a bit in the control structure. Writers have to set the global
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write lock and obtain all of the read locks. The IXP provides atomic
test-and-set operations. It is obvious that readersare given prefer-
enceand wheneer any application is active reading, the writer keeps
trying until the read lock becomesavailable.

The padket processingthread structure is speci ed by the applica-
tion programmer. This is passedto the trusted compiler as a policy
statemert which causesthe ESC to be parameterised for di erent
applications (as discussedin Section A). The ESC then generates
a padket consumption skeleton for the specic policy as the main
loop for the padet processingthreads and declaresa number of pro-
totypes for functions that the application must implement. These
are the “slots' referred to in the Introduction?. The application pro-
grammer implemernts thesefunctions to specify what actions to take
in responseto padket reception, and the compiler inlines the code
provided in the padet consumption loop.

V. Exp erimen ts

We measurethe performanceof the application framework and the
impact of run-time cheds on the performance of four toy applica-
tions. All measuremets reported are obtained on the Intel IXP sim-
ulator, providing a cycle-accuratesimulation of the IXP1200 hard-
ware. Our experiments assume200 MHz -engines,as provided by
the IXP1200 board in our test-bed.

For determining the performance of the padket reception frame-
work, we rst measurethe maximum loss-freerate achieved as a
function of padket size. The results are shawvn in Figure 4. As ex-
pected, the throughput is lower for small padets becauseof per-
padket overheads,but the throughput is generally between 600 and
700 Mbit/sec (for a theoretical maximum rate of 1 Gbhit/s). This is
approximately the sameasreported by Intel in [JKO2].

Next, we implemented four example packet processingapplica-
tions that serve as the basis of our tests. The applications perform
the following tasks:

2These slots' should not be confusedwith the slots described in Section IV.A.
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Figur e 4. Maximum reception throughput with 2 receiwe threads
on one -engine

' TCP SYN o od detection: detect TCP padketswith the SYN
ag setand increasea counter if oneis encourtered. This can
be usedfor implementing the approad of [WZS02]

' UDP packet courting: courting of the number of packets
destined for either Id Software (Doom) or Sun RPC ports.

' Intrusion detection: primitiv e content-matching by searding
for the string \/bin/ " in bytes 2-18 of the payload of TCP
padkets (which may indicate a intrusion attempt).

' Marking for Di eren tiated Services(Di Serv[BBC * 98]): set-
ting the Di Serv eld of an IP padket to a specic value if
the padket originated from a speci c IP address.

For emulating the safety cheds of Diet-OKE, we added hand-
crafted run-time bounds cheds to the original code in the same
way they would have beenadded by an OKE-Cyclone compiler. The
application most heavily a ected by this is the Vbin" detection ap-
plication, becauseit contains a loop over an array of characters.
Howewer, the other applications are also a ected becausethey con-
tain a chedk on whether the header elds they referencelie within
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Figur e 5. The overheadof runtime chedks for various applications

the bounds of the packet.

As shawvn in Figure 5, we have measuredthe padet latency for
ead of the applications with cheds as well as without cheds. The
applications turned out to run most e ectiv ely when they ran with
only two threads per -engine,due to overloading of the SRAM bus
with syndhronisation activity in the presenceof more threads. The
reasonthis happensis becauseof the (admittedly ine cien t) syn-
chronisation mechanism of the current application framework where
ead processingthread is actually polling the next padet slot it has
to processfor the presenceof a new padket. Every measuremei on
the applications was done twice, once with the other applications
running aswell on other -engines,and oncewith only one applica-
tion running. The results are shovn in Figure 5. As expected, the
chedked versions take slightly longer than the uncheded versions,
and the greatest di erence is found in the Vbin" detection appli-
cation. Also, the measuremets taken while other applications were
running take slightly longer becausethe applications must compete
with ead other for accesgdo the memory bus. The \/bin " detection
application is relatively slow, especially when taking into accourt
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Figur e 6. Snapshotof someof the micorenginethreads

that the number of available cyclesper packet per -engineis 204
cycleswhen the IXP is receiving 64-byte padets at 500 Mbit/sec.
Howevwer, the value we measuredwas the per-padet latency, not the
amount of processingcycles, and by running this application with
multiple padket processingthreads (or even multiple -engines)it is
in fact possibleto keepup with high padket rates.

To illustrate the way the framework runs on the IXP, and how
the speci ¢ features of the IXP can be usedfor reducing the e ects
of hardware latency, a snapshotof the thread activit y while all four
applications were running is shown in Figure 6. The time dimension
runs from left to right (the cycle numbers are displayed at the top).
Thick black lines indicate processoractivity, while the other, thinner
lines indicate hardware activity. Thread 0 and thread 1 in the g-
ure are the receiving threads running on the rst -engine. Thread
0 is waiting on operations performed by the IX bus, the connection
betweenthe MAC and the IXP, and while this thread is waiting,
thread 1 updatesinternal logic and res o an update of the book-
keepingdata in SRAM without waiting for it to complete (this can
be seenfrom the fact that the processingline corntinues after the
SRAM requesthasbeen red). Thread 8, which runs on -engine2,
is reading a packet header from SDRAM. The fact that it res o
multiple simultaneous SDRAM requestsillustrates the general IXP
feature that threads can re o multiple hardware requestswithout
waiting for the results. In this way, the memory accessesre highly
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parallelised and much of the latency is hidden. In the meartime,
thread 9, 20 and 21 are seento be polling the SRAM bookkeeping
information for the availabilit y of new padkets.

VI. Summary and concluding remarks

We have consideredthe problem of safely supporting a multi-
programmed workload of untrusted applications in a system based
on an embeddednetwork processorWe have shown that it is possible
to exposethe processingresourcesacrossall levelsin the resulting
padket processinghierarchy through a single coherent framework.
For the higher levels of the hierarchy, we have directly applied the
results of our work in the Open Kernel Environment. For the set of
low-level parallel processingunits of the network processor,called

-engines,our work has resulted in a stripp ed-dovn and somewhat
modi ed version of the OKE known as Diet-OKE . We believe that
the functionality provided by Diet-OKE allows for new applications
in which enmbedded network processorscan be useful.

Naturally, such exibilit y comesat a price. First, the runtime
chedks neededto ensure safety incur overheads. Our experiments
suggestedthat \t ypical" overheadswould be at the order of 20% of
the equivalent unsafe code { this is roughly the same as obsened
in similar general-purpose systems. Second,usersthat wish to run
code on the -enginesthrough the useof Diet-OKE will haveto ad-
hereto the speci ¢ programming model stipulated by the application
framework of that domain. The model could be restrictiv e for some
applications, although this is not evidert in our experimerts, asthe
application framework was designedwith the specic applications
in mind. As a result, and depending on the framework's environ-
ment setup code, the programmer may be unable to exploit fully the
available resourcesNeverthelessiit is clearthat safelyexposingthese
processingresourcesrequires medanismssuc asthose employed in
Diet-OKE .

Considering the cost of safety, the design presened is suitable
only when the safety overheadsincurred are o set by the expected
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performance bene ts. We have discussedthe particular example of
network monitoring, where moving part of the application function
from higher-level processingelemers to the embeddednetwork pro-
cessorcan greatly improve performance. We expect that network
monitoring, and applications with similar needs,will nd the tech-
niques described in this paper useful.

Finally, we anticipate that the basic design principles demon-
strated in this paper, if not the architecture itself, can be valuable
in guiding the designof other embedded systemswith a needfor an
open software architecture.
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