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Abstract—We investigate statistical anomaly detection algo- In a TCP SYN flooding attack, an attacker, from a large
rithms for detecting SYN flooding, which is the most common number of compromised clients in the case of distributed DoS
type of Denial of Service (DoS) attack. The two algorithms aiacks, sends many SYN messages, with fictitious (spoofed)
considered are an adaptive threshold algorithm and a partic- P add inal S Alth h th
ular application of the cumulative sum (CUSUM) algorithm a, reslses, to a single server (victim). Although theeserv
for change point detection. The performance is investigated in replies with SYN/ACK messages, these messages are never
terms of the detection probability, the false alarm ratio, and acknowledged by the client. As a result, many half-open
the detection delay. Particular emphasis is on investigating the connections exist on the server, consuming its resourdsgs. T
tradeoffs among these metrics and how they are affected by .qntinyes until the server has consumed all its resourees:en

the parameters of the algorithm and the characteristics of the | t TCP fi t
attacks. Such an investigation can provide guidelines to effectiye €21 N0 10NGEr accept new connection requests.

tune the parameters of the detection algorithm to achieve specific

performance requirements In this paper we present and evaluate two anomaly detection

algorithms for detecting TCP SYN attacks: an adaptive thres
Keywords: denial of service, change point detection, intrusion old algorithm and a particular application of the cumulativ
detection sum (CUSUM) algorithm for change point detection. Our
focus is on investigating the tradeoffs between the detecti
probability, the false alarm ratio, and the detection detand

Over the past few years many sites on the Internet have bégw these tradeoffs are affected by the parameters of the
the target of denial of service (DoS) attacks, among whigletection algorithm and the characteristics of the atta8ksh
TCP SYN flooding is the most prevalent [7]. Indeed, recein investigation can assist in tuning the parameters of ¢he d
studies have shown an increase of such attacks, which casttion algorithm to satisfy specific performance requieats.
result in disruption of services that costs from severaliomé Our results show that although simple and straightforward
to billions of dollars. algorithms, such as the adaptive threshold algorithm, can

The aim of denial of service attacks are to consume a largehibit good performance for high intensity attacks, their
amount of resources, thus preventing legitimate users frggerformance deteriorates for low intensity attacks. On the
receiving service with some minimum performance. TCP SYbdther hand, algorithms based on a strong theoretical fdiomda
flooding exploits the TCP’s three-way handshake mechanigan exhibit robust performance over various attack typed, a
and its limitation in maintaining half-open connectionsiyA without necessarily being complex or costly to implement.
system connected to the Internet and providing TCP-basbdtection of low intensity attacks is particularly imparta
network services, such as a Web server, FTP server, or niilce this would enable the early detection of attacks whose
server, is potentially subject to this attack. A TCP conioect intensity slowly increases, and the detection of attacisecto
starts with the client sending a SYN message to the servére sources, thus facilitating the identification of compised
indicating the client’s intention to establish a TCP conimer hosts that are participating in distributed DoS attacks [9]
The server replies with a SYN/ACK message to acknowledge . .

The rest of the paper is organized as follows. In the

that it has received the initial SYN message, and at the same der of thi i t a brief ) teel
time reserves an entry in its connection table and buffetnﬁparemaIn er orthis section we present a briet overview olteeia

After this exchange, the TCP connection is considered to B’grk’ identifying where it differs from the work presented

half open. To complete the TCP connection establishme this paper. In Section Il we present the two anomaly

the client must reply to the server with an ACK messag fatectlon algo_rlthms that we myeshga_\te._ln Section Il we
present and discuss the results investigating the perfarena

This work was supported in part by the EC funded project SCAteT-  Of the algorithms, in terms of detection probability, faiarm
2001-32404). ratio, and detection delay, and how the performance istaffiec

Cthhee authors are also with the Dept. of Computer Science, bityeof 1, the parameters of the algorithm and the characterisfics o

12002 and 2003 CSI/FBI Cybercrime Survey Report. The 2003 rtep(;he attacks. F!na”y_' in Section IV We present some conalgidi
indicates that DoS attacks alone were responsible for adb$65 milion. ~ remarks and identify related ongoing work.

I. INTRODUCTION



A. Related Work to demonstrate that a simple and naive algorithm can exhibit
The authors of [4], [5] investigate predictive detection 0$§tisf§ctory. performance for some types of attacks, such as
anomalies for a web server, analysing time series measupigh intensity attacks, but can have very bad performance
ments of the number of http operations per second. THy other attack types, such as low intensity attacks. Sgcon
statistical model considered both seasonal and trend com@6 Wish to demonstrate that algorithms based on a strong
nents, which were modelled using a Holt-Winters aIgorithn§,tatiStica| foundation can exhibit robust performancerove
and time correlations which were modelled using a secoMarious attack types, without necessarily being complex or
order autoregressive model. After removing the above nofstly to implement.
stationarities from the time se_zries megsuremen_ts, anemaIA. Adaptive threshold algorithm
are detected using a generalized likelihood ratio (GLR) al-_ =~ ] i i )
gorithm. A similar approach is used in [8], which considers NS iS @ straightforward and simple algorithm, which
measurements collected in MIB variables. relies on testing whether the traffic measurement, number of
The authors of [6] model the seasonal and trend componeﬁty\_l packets in our case, over a given interval exce_eds a
similar to [4], [5]. A problem is detected when the actua?art'CUIar th_re_shold. In order to account for seasonaly{daid
measured value deviates from the predicted value (estimafée€kly) variations and trends, the value of the threshokets
using a moving average model) by some number of stand&@Ptively based on an estimate of the mean number of SYN
deviations. The author of [3] considers a similar approash fP2ckets, which is computed from recent traffic measurements
modelling the seasonal and trend component, and detects aﬁ In IS Fhe number of SYN PaCkEIS in theth time interval, )
anomaly when the measured variable falls outside a confide®'d#n-1 1S the mean rate.e'stmjated from measurements prior
band, which is estimated from previous differences of tH@ ™ then the alarm condition is
measured variable and its predicted value. If z,> (a+1)fi,_; then ALARM signalled at timen,
The authors of [9] propose an approach for detecting SYN
flooding attacks using a CUSUM-type algorithm, which igvherea > 0 is a parameter that indicates the percentage
applied to the time series measurements of the differentteeof above the mean value that we consider to be an indication
number of SYN packets and the corresponding number of FAj anomalous behaviour. The mean can be computed over
packets in a time interval. Our work also considers a CUSUN©OMe past time window or using an exponentially weighted
type algorithm, however the specific form hence correspupdimoving average (EWMA) of previous measurements
equations differ; moreover, we apply it to measurementb®f t e
number of SYN packets, while avoiding the need to explicitly fin = Bfin—1 + (1 = B)an, @)
take into account the seasonality and trend by consideringwhere3 is the EWMA factor.
exponential weighted moving average for obtaining a recentDirect application of the above algorithm would yield a high
estimate of the mean rate. The authors of [2] considernamber of false alarms (false positives). A simple modifozat
CUSUM-type algorithm, combined with g? goodness-to-fit that can improve its performance is to signal an alarm after a
test; this work also considers the tradeoff between falaaral minimum number of consecutive violations of the threshold.

ratio and detection delay. In this case the alarm condition is given by
In addition to the specific algorithms we investigate, our n
work differs from the above in that we emphasize on inveg Z L(zi>(at1)us_1} =k then ALARM at time n,
tigating the performance of the detection algorithms imter ikt 1 B
of three metrics: detection probability, false alarm ratad (2)

detection delay. Moreover, we investigate how the tradeofhere & > 1 is a parameter that indicates the number of
between these metrics is affected by the parameters of g@secutive intervals the threshold must be violated for an
detection algorithm and different attack types, such as IoWarm to be raised.

intensity attacks and attacks with increasing intensity. The tuning parameters of the above algorithm are the
amplitude factora for computing the alarm threshold, the
Il. ANOMALY DETECTION ALGORITHMS number of successive threshold violatidndefore signalling
In this section we present the two statistical anomabn alarm, the EWMA factors, and the length of the time
detection algorithms that we apply for detecting SYN flogdininterval over which traffic measurements (number of SYN
attacks. The first, which we will refer to as adaptive thréshopackets) are taken.
algorithm, is a rather straightforward and simple algonith ] ]
that detects anomalies based on violations of a threshald t: CUSUM (Cumulative SUM) algorithm
is adaptively set based on recent traffic measurements. Th&he CUSUM algorithm belongs to the family of change
second is an application of the cumulative sum (CUSUMoint detection algorithms that are based on hypothedis¢es
algorithm, which is a widely used anomaly detection aldponit and was developed for independent and identically distibu
that has its foundations in change point detection theoty. Orandom variablegy;}. According to the approach, there are
selection of these two algorithms is twofold: First, based dwo hypothesig), and 6, where the first corresponds to the
the numerical experiments presented in Section Ill, we wighatistical distribution prior to a change and the seconthéo



distribution after a change. The test for signalling a cleaisg zero, hence the mean in (5) g = 0. A remaining issue that

based on the log-likelihood rati§,, needs to be addressed is the valug.pfi.e. the mean traffic
n rate after the change. This cannot be known beforehandehenc
S, = Z i, we approximate it withvji,,, were as in the adaptive threshold
i—1 algorithm the average,, is updated using an exponentially
where weighted moving average, andis an amplitude percentage
po, (yi) parameter, which intuitively corresponds to the most pbtda
si =In poo (i) percentage of increase of the mean rate after a changekjattac

. . - . has occurred. Hence, (5) becomes
The typical behaviour of the log-likelihood rati®,, includes ©)

a negative drift before a change and a positive drift after th _ [ n Qflp—1 (m . Qi1 )} + ©)
change. Therefore, the relevant information for detecting n = [9n-1 o? n = fn—l 2 ’
change lies in the difference between the value of the Iog—IS interesting to contrast the above approach with thg@jn

likelihood ratio and its current minimum value [1]. Hence thwhere daily variations are removed by dividing the differen
alarm condition for the CUSUM algorithm takes the following¢ iho number of SYN packets and the number of FIN packets

form in a time interval, with the average number of FIN packets,
If g, >h then ALARM signalled at timex, (3) hence is based on detecting changes when the number of SYN
packets exceeds the number of FIN packets. Our approach is
where more generic, in the sense that it can be applied to attacks

Gn = Sp — My, (4) other than SYN flooding. Indeed, an interesting application

and would be to apply the algorithm for early detection of QoS

— min S, (such as maximum delay) violations; such an approach can
MMn = 1<j<n 7’ be justified by the fact that a large number of QoS violations
are due to anomalies (including DoS attacks), hence anomaly

The parametet. is a threshold parameter. . . . S
P P fi_etectlon techniques can detect potential QoS violatiarifee

Assume that{y;} are independent Gaussian random vark . h wallv h
ables with known variance?, which we assume remains the ‘o €Y actuaty happen.

same after the change, ang and 1, the mean before and Thg tuning parameters of the CUSUM algorithm are the
after the change, respectively. Henég — N(jo,02) and amplitude percentage parameterthe alarm threshold, the

6, = N(u1,02), and after some calculations [1], (4) reduceEWMA factor 5, and the length of the time interval overvyhich.
to traffic measurements are taken. These parameters arecaenti
L1 — o [i1 + fo + to the ones for the adaptive threshold algorithm, except for
In = [Qn—1 + (yn - T)] (5)  h which is the alarm threshold in the CUSUM algorithm,
whereas the alarm threshold in the adaptive threshold algo-
Above we have assumed thg, } are independent Gaussianyithm was the minimum numbek of consecutive violations
random variables. Of course this is not true for networkf the amplitude threshold.
traffic measurements, such as the number of SYN packets
in consecutive time intervals of some length; this is due to [1l. PERFORMANCEEVALUATION

seasonality (weekly and daily variations), trends, andetim In this section we investigate the performance of the two
correlations. Hence, one would need to remove such noq—

. . . . orithms presented in the previous section for detedi@g
stationary behaviour before applying the CUSUM aIgonthrr‘%g : . ;
One approach for achieving this is proposed in [5], where s¢ YN flooding attacks. The performance metrics considered

sonality and trend is removed using the Holt-Winters atani include the detection probability, the false alarm rate] tre

and time correlations are removed using an autoregressﬁj\(f:eteCtlon delay. I_n addition to |r!vest|gat|ng the tradgdf-
algorithm. tween these metrics, we seek to investigate how the paresnete

. . . ._of the detection algorithm and the characteristics of theacht
In addition to leading to complex and time-consumin

calculations, experiments we have conducted showed that Ce)ct the pe'rforrr;ance.d tual network traffic taken f th
above approach, applied to the problem of detecting SY ur experiments used actual network traffic taken irom the

flooding attacks, leads to minor gains compared to simpl T Lincoln Laboratory. We used trace data taken during

approaches. For this reason we have considered a sim days, wiih the frace from each day containing 11 hours

. : ; of collected packets (08.00-19.00). The first investigatio
h: Wi ly th M al hm iq h . .
approac @ apply the CUSUM algorithm 1q, wit that we present considered SYN packet measurements in 10

Tpn =Ty — fn_1, second intervals; later in Section I11-B.6 we present rssidr
intervals from 1-60 seconds. In some experiments, we also

where z,, is the number of SYN packets in theth time used a 14.5 hour trace taken from the link connecting the

interval, andj,, is an estimate of the mean rate at time
which is computed using an exponentially weighted movingzparpa intrusion detection evaluation:
average, as in (1). The mean valueigf prior to a change is http://www || .mit.edu/ | ST/ideval



University of Crete’s network to the Greece’s Research and
Technology Network.
The attacks were generated synthetically; this allowedus t )
control the characteristics of the attacks, hence to inyest
the performance of the detection algorithms for differetack |
types. The duration of one attack was normally distributed o o0 o0 150020002500 3000 00 dooo
with mean 60 time intervals (10 minutes assuming 10 second -
intervals) and variance 10 time intervals. We consider both S . ﬂ H i
attacks whose intensity increases abruptly, i.e. reatheeak i N B
amplitude in one time interval, and attacks whose intensity
increases gradually. The inter-arrival time between coutbee
attacks was exponentially distributed, with mean value 460
time intervals (approximately 77 minutes assuming 10 sgcon
intervals); this results in approximately 8 attacks in arhbir
period. ]
The detection probability is the percentage of attacks for % " ao oo gm0z o o0 o
which an alarm was raised, and the false alarm ratio (FAR) is <
the percentage of alarms that did not correspond to an actual
attack. Unless otherwise noted, the parameters we comslider S o e N
for the adaptive threshold algorithm wese= 0.5, k = 4, and
B = 0.98, and the parameters for the CUSUM algorithm were | “ '4 W M m Mm
a=0.5,h=25,andg = 0.98. !
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(a) Adaptive threshold

A. High intensity attacks

Our first experiment considered high intensity attacks, (b) CUSUM
whose mean amplitude was 250% higher than the mean traffie 1. High intensity attacks. Both the adaptive threstwid the CUSUM
rate, which was approximately 31.64 SYN packets in one tinf&°rthm have very good performance.
interval; the length of the time interval was 10 seconds.

Figures 1(a) and 1(b) show the results for the adaptive . )
threshold and the CUSUM algorithm, respectively. The hopidnificantly, giving a very high FAR equal to 32%. On the
izontal axis in these figures is the number of time intervafther hand, Figure 2(b) shows that the performance of the
with 0 and 4000 corresponding approximately to 8:00 ar%USUM algorithm remains close to its performance in the

19:00, respectively. In each graph, from top to bottom, wgdS€ Of high intensity attacks, namely the FAR was less
have the traffic trace with attacks, the original traffic gacthan 9%. Nevertheless, the detection delay of the CUSUM

without attacks, the attacks only, and finally the bottompgra 2/90rithm has increased to 10.25 time intervals, from onfb2

shows the time intervals where an alarm was raised. time intervals in the case of high intensity attacks. Notat th
The above graphs show that both the adaptive threshold 41§ detection probability for both algorithms was 100%.

the CUSUM algorithm have excellent performance in the caseThe difference in the performance of the adaptive threshold

of high intensity attacks, since they both yielded a detecti and the CUSUM algorlthms lies in the. way each maintains

probability of 100% and a false alarm ratio (FAR) of 0%. Th&emory: the adaptive threshold algorithm has memory of

detection delay was very close: 3.01 and 2.75 time intervayéhether the threshold was violated or not in the previous

respectively. k—1time intervals. On the other hand, the CUSUM algorithm
maintains finer information on the amount of data exceeding
B. Low intensity attacks the amount expected based on some estimated mean rate, (6).

Next we investigate the performance of the attack detectionl) Tradeoff between detection probability and false alarm
algorithms in the case of low intensity attacks, whose me#@tio. The above results were for specific values of the param-
amplitude is 50% of the traffic’s actual mean rate. Detectigters of the two detection algorithms. Next we investighte t
of low intensity attacks is important for two reasons: Firstradeoff between the detection probability and the falsenal
early detection of DoS attacks with increasing intensityildo ratio (FAR) for different values of: (with range 1 - 10) for
enable defensive actions to be taken earlier. Second,tietecthe adaptive threshold algorithm (2), ahqwith range 1 - 10,
of low intensity attacks would enable the detection of asacfor the MIT trace) for the CUSUM algorithm (3).
close to the sources, since such a placement of detectiofrigures 3(a) and 3(b) show the results in the case of low
algorithms can facilitate the identification of stationsttlare intensity attacks for the adaptive threshold and the CUSUM
participating in a distributed DoS attack. algorithm, respectively. Each point in the graph corresisao

Figure 2(a) shows that for low intensity attacks the pes different value of the tuning parametérpr h. The data for
formance of the adaptive threshold algorithm has detdddra each point was the average of 50 runs. An algorithm has better
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Fig. 2. Low intensity attacks. The performance of the adaptiveshold oLr o
algorithm has deteriorated significantly compared to it$guerance for high 0 A S SN SRS SN S SN SR M
intensity attacks. an the other hand, the performance of W®WM algorithm ¢ " Betection probabifty "t !
remains very good.
v (b) CUSUM
Fig. 3. Detection probability and false alarm ratio tradefdr low

intensity attacks. The CUSUM algorithm has better perforreacompared
performance when the points corresponding to the detectigrihe adaptive threshold algorithm (better performanceesponds to points

probability and FAR pair are located towards the lowerrigfiowards the lower-right).
of the graph. Observe that the CUSUM algorithm exhibits

better performance, supporting our observation in theipusv ) _
section. k or h. An algorithm has better performance when the points

Figure 4(a) and 4(b) shows the performance of the cusufprresponding to the detection probability and FAR pair are
and of the algorithm in [9], for traces from the University ofocatéd towards the lower-left of the graph. Observe thaiteth

Crete (the range of was now 10-100). The algorithm of [9] is a tradeoff between false alarm ratio and detection delay.
is given by Note that in Figure 5(a), which is for the adaptive threshold

N+ algorithm, the values on the lower-left correspond to low
9n = lgn—1 + (Xn —a)]", detection delay, but have a small detection probability.
where X, is the (# of SYN pkts - # of FIN pkts)/(average # 3) Attacks with increasing intensity: Next we investigate
FIN pkts). The graph in Figure 4(b) was obtained for an alarthe performance of the CUSUM algorithm in the case of
thresholdh = 9, and fora’ = 1—10. Observe that the CUSUM attacks where the amplitude does not increase abruptly, but
algorithm discussed in this paper has better performarae thather gradually increases up to its maximum value. Fig-
the algorithm in [9]. ures 6(a) and 6(b) show the false alarm rate and detectiay del
Graphs such as those in Figure 3 and Figure 4 can assistrideoff when the increase phase is 9 intervals (i.e. 90nstsco
the tuning of the parameters of the detection algorithmeéatj for a 10 second interval length) and 15 intervals, respelgtiv
note that the alarm thresholdis different for different traces, Comparing these graphs with Figure 5(b) we observe that, as
and controls the sensitivity of the attack detection. expected, the detection delay is longer when the amplitdide o
2) Tradeoff between false alarm ratio and detection delay:  the attack increases slower.
Next we investigate the tradeoff between the false alario rat 4) Effect of the amplitude factor «: Figure 7(a) shows the
and the detection delay. Figures 5(a) and 5(b) show thetgesulffect of the amplitude factorw for the CUSUM algorithm,
in the case of low intensity attacks for the adaptive threshowvhen the threshold parametér was adjusted in order to
and the CUSUM algorithm, respectively. Each point in thachieve a 100% detection probability. The graph was obdaine
graph corresponds to a different value of the tuning parametby taking the average of 10 runs, which yielded a 95%
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IV. CONCLUSIONS

confidence interval of-/ — 0.045. The figure shows that Ve investigated two anomaly detection algorithms for de-
the performance of the CUSUM algorithm was indiffererf€cting SYN flooding attacks, namely an adaptive threshold
of the value of the facton, for a large range of its values, 2!90rithm and an algorithm based on the CUSUM change point
approximately(0.1, 1). detection scheme. Our |nyest|gat|on§_ considered the qfhde
between the attack detection probability, the false alatior

5) Effect of the EWMA factor 3: Figure 7(b) shows the and the detection delay, and how these are affected by the
effect of the EWMA factor3 for the CUSUM algorithm, Parameters of the anomaly detection algorithm. Moreover,
when the threshold parametér was adjusted in order toWe investigated the performance for attacks with different
achieve a 100% detection probability. As before, the graharacteristics, illustrating that although a simple igtreor-
was obtained by taking the average of 10 runs, which yieldé¢@rd algorithm such as the adaptive threshold algorithm can
a 95% confidence interval of / — 0.045. The figure shows have satisfactory performance for high intensity attadts,
that the best performance of the CUSUM algorithm was fderformance deteriorates for low intensity attacks. Orother
values ofg in the interval(0.95,0.99). hand, an algorithm based on change point detection, such as

the CUSUM algorithm, can exhibit robust performance over a

6) Effect of the time interval length: Figure 7(c) shows the range of different types of attacks, without being more com-
effect of the length of the time interval in which measuretaenplex. Investigations such as the above can provide guielin
are taken, when the threshold parameteof the CUSUM for effectively tuning the parameters of the detection Ethm
algorithm was adjusted in order to achieve a 100% detectitmachieve specific performance requirements.
probability. As before, the graph was obtained by taking the Ongoing work focuses on the application of the algorithms
average of 10 runs, which yielded a 95% confidence interval an actual production network, for both the incoming and
of +/ — 0.045. The figure shows that the best performancie outgoing traffic, the combination of the algorithms with
of the CUSUM algorithm was for values of the time intervatiefensive mechanisms, and the application of the algosithm
length in the rangé& — 20 seconds. for early detection of QoS, such as maximum delay, violation
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