Pre-decoded CAMsfor Efficient and High-Speed NIDS Pattern Matching

I oannis Sour disf and Dionisios Pnevmatikatosy

1 Microprocessor and Hardware Laboratory,
Electronic and Computer Engineering Department,
Technical University of Crete, Chania, GR 73 100, Greece
{sourdis, pnevmati}@mhl.tuc.gr

T Institute of Computer Science (ICS),
Foundation for Research and Technology-Hellas (FORTH),
Vasilika Vouton, Heraklion, GR 71110, Greece
pnevmati@ics.forth.gr

Abstract

In this paper we advocate the use of pre-decoding for
CAM-based pattern matching. We implement an FPGA
based sub-system for NIDS (Short) pattern matching using
a combination of techniques. First, we reduce the area cost
of character matching using (i) character pre-decoding be-
fore they are compared in the CAM line, and (ii) efficient
shift register implementation using the SRL16 Xilinx cell.
Second we achieve high operating frequencies by (iii) using
fine grain pipelining for faster circuits and (iv) decoupling
the data distribution network from the processing compo-
nents. Our results show that for matching more than 18,000
characters (the entire SNORT rule set) our implementation
requiresan area cost of lessthan 1.1 logic cells per matched
character, achieving an operating frequency of about 375
MHz (3 Gbps) on a Virtex2 device. When using quad paral-
lelism to increase the matching throughput, the area cost of
a single matched character isreduced to lessthan onelogic
cell for a throughput of almost 10 Gbps.

1. Introduction

High speed and always-on network access is becoming
commonplace around the world, creating a demand for in-
creased network security. Network Intrusion Detection Sys-
tems (NIDS) such as SNORT [12, 14] attempt to detect and
prevent attacks from the network using pattern-matching
rules in a way similar to anti-virus software. These systems
must operate at line (wire) speed so that they do not be-
come a bottleneck to the system’s performance [4, 5]. Net-
work Intrusion Detection Systems running in general pur-

pose processors can only serve up to a few hundred Mbps
throughput. For example, Antonatos et al. achieved no
more than 350 Mbps for more than 14,000 bytes match-
ing, using a Pentium 4 processor running at 1.7GHz running
Linux [1]. Measurements on Snort show that 31% of total
processing and 80% in the case of Web-intensive traffic is
due to string matching [6]. Therefore, string matching can
be considered as the most computational intensive part of
an NIDS and in our implementation we focus on payload
matching.

FPGA-based platforms can exploit the fact that the NIDS
rules change relatively infrequently, and use reconfiguration
to reduce implementation cost. In addition, FPGA-based
systems can exploit parallelism in order to achieve satisfac-
tory processing throughput.

Several architectures have been proposed for FPGA-
based NIDS, using N/DFAs [13, 9, 10, 7, 3], CAM-based
solutions [8], and CAM-based using discrete comparators
[2, 15]. The most common approach is the use of regu-
lar expressions (NFAs/DFASs), which results in designs with
low cost, but at a modest throughput. The basic idea is to
generate regular expressions for every pattern or group of
patterns, and implement them with N/DFA.

The use of parallelism (processing multiple bytes or
characters per cycle) in general is difficult in finite-automata
implementations that are built with the implicit assumption
that the input is checked one byte at a time. One proposed
solution to this problem is the usage of packet-level paral-
lelism, where multiple pattern matching subsystems oper-
ating in parallel can process more than one packets [10].
Finally, finite automata are usually restricted in their oper-
ating frequency by the amount of combinational logic for
state transitions. In many cases the equations are complex,



resulting in multilevel implementations even with FPGA 4-
to-1 LUTs.

In a previous paper [15] we have shown that a CAM im-
plemented using discrete comparators for pattern matching
has several advantages: (i) it is simple and regular, (ii) it
allows for fine grain pipelining and high operating frequen-
cies, and (iii) it is straightforward to use multiple compara-
tors in order to process multiple input bytes per cycle. The
main drawback of this approach is its area cost which is
around 4-5 logic cells per search pattern character includ-
ing all overheads. To reduce the cost we have proposed
sharing the result of comparators when the same character
was searched for in two different patterns but at the same
location. For example in search strings “AB” and “AC” we
could use only one comparator for “A” instead of two (Fig-
ure 1).

In this paper we extend this observation and we combine
it with decoding characters before they are matched by the
comparators to form a Decoded CAM (DCAM). Decoding
is implied in several finite automata implementations but
was only recently explored in a short paper by Clark and
Schimmel [3]. We extend Clark’s and our earlier ideas in the
following ways: (i) we explore them in a discrete compara-
tor CAM instead of finite automata, (ii) we use an efficient
shift register implementation (the Xilinx SRL16 shift reg-
ister) to replace our discrete flip-flop based shift registers,
and (iii) we use a grouping algorithm to arrange search pat-
terns in smaller groups so that the fanout within each group
is reasonable, and the size of the decoders is smaller. The
combination of these techniques offers operating speeds ex-
ceeding 335MHz, while the area cost is about one logic cell
per search pattern character. We also explore the use of par-
allelism to further increase the throughput, and find that for
processing P bytes per cycle the area cost is about P x 0.9
logic cells per search pattern character, while the operating
frequency does not drop below 300MHz.

The rest of the paper is organized as follows: In sections
2 and 3 we describe the architecture of the Decoded CAM
and we present implementation results in terms of area cost
and performance. Then in section 4 we present the related
work and present some qualitative and quantitative compar-
ison with our results. Finally, in section 5 we preset the
conclusions of this work and discuss future extensions.

2. Architecture of the Pattern Matching Sys-
tem

The overall organization of a pattern matching systems is
simple: a single input supplies the input stream of charac-
ters, and the output is an indication that a match did occur,
plus the identifier of the matching rule. The details of this
system (e.g. the encoder of matching signals, etc) are sim-
ple, we concentrate on the actual pattern matching block.
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Figure 1. Basic CAM Comparator struc-
ture and optimization. Part (a) depicts the
straightforward implementation where a shift
register holds the last N characters of the
input stream. Each character is compared
against the desired value (in two nibbles to
fit in FPGA LUTSs) and all the partial matches
are combined with an AND gate to produce
the final match result. Part (b) depicts an op-
timization where the match “A” signals are
shared across the two search strings “AB”
and “AC” to save area.

In our previous work [15], we assumed the simple or-
ganization depicted in Figure 1(a). The input stream is in-
serted in a shift register, and the individual entries are fan-
out to the pattern comparators. So, to search for strings
“AB” and “AC”, we have two comparators fed from the first
two position of the shift register. Figure 1(a) reflects the
FPGA implementation where each 8-bit comparator is bro-
ken down to two 4-bit comparators each of which fits in one
LUT. This implementation is simple and regular, and with
proper use of pipelining can achieve very high operating
frequencies. Its drawback is the high area cost. To remedy
this cost, in our previous work we had suggested sharing the
character comparators for strings with “similarities”. This
is shown in Figure 1(b) where the result of a single com-
parator for character A is shared between the two search
strings “AB” and “AC”. Our preliminary results at the time
indicated an area improvement of at least 30%.

The DCAM architecture builds on this idea extending
it further by the following observation: instead of keeping
a window of input characters in the shift register each of
which is compared against search patterns, we can first test
for equality of the input for the desired characters, and then
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Figure 2. Comparator Optimization: starting
from the shared comparator implementation
of part (a) we can move the comparators be-
fore the shift register, and delay the matching
signals properly to achieve the correct result.
Note that the shift register is 8-bit wide in part
(a), and 1-bit wide part (b).

delay the partial matching signals. These two approaches
are compared in Figure 2. Part (a) corresponds to our earlier
design with the LUT details abstracted away in the equality
boxes. Part (b) shows how we can first test for equality of
the three distinct characters of interest and then delay the
matching of character A to obtain the complete match for
strings “AB” and “AC”. This approach achieves not only
the sharing of the equality logic for character A, but also
transforms the 8-bit wide shift register used in part (a) into
possibly multiple single bit shift register for the equality re-
sult(s). Hence, if we can exploit this advantage, the poten-
tial for area savings is significant.

One of the possible shortfalls of the DCAM architecture
is that the number one single bit shift registers is propor-
tional to the length of search patterns. Figure 3 illustrates
this point: to match a string of length four characters, we (i)
need to test equality for these four characters (in the dashed
“decoder” block), and to delay the matching of the first
character by three cycles, the matching of the second char-
acter by two cycles, and so on, for the width of the search
pattern. In total, the number of storage elements required
in this approach is L * (L — 1)/2 for a string of length L.
For many and long search patterns, this number can exceed
the number of bits in the character shift register used in the
original CAM design. To our advantage though is the fact
that these shift registers are true FIFOs with one input and
one output, in contrast with the shift registers in the simple
design in which each entry in the shift register is fan-out to
comparators.

To tackle this possible obstacle, we use two techniques.
First, we reduce the number of shift registers by sharing
their outputs whenever the same character is used in the
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Figure 3. Details of Pre-decoded CAM match-
ing: four comparators provide the equality
signals for characters A, B, C, and D. To match
the string “ABCD” we have to remember the
matching of character A 3 cycles ago, the
matching of B two cycles ago, etc, until the
final character is matched in the current cy-
cle. This is achieved with the shift registers
of width 3, 2, ... at the proper match lines.

same position in multiple search patterns. This technique
is similar to the comparator sharing depicted in figure 1(b).
Second, we use the SRL16 optimized implementation of
shift register (described in more detail in the following sub-
section) that is available in recent Xilinx devices that uses a
single logic cell for a shift register of any width up to 16.
Together these two optimizations lead to significant area
savings as we will show in the evaluation section. In the
following subsections we describe the techniques we used
to achieve an efficient implementation of the DCAM archi-
tecture.

2.1. Xilinx SRL 16 shift register

The Xilinx SRL16 cell is a shift register with a pro-
grammable width up to 16-bit. It uses the 16x1 storage
space that implements the Lookup Table, and as a result is
implemented with a single Logic Cell. The four inputs that
usually are the LUT’s inputs are used to determine the width
of the shift register. While the SRL16 provides synchronous
output, for timing reasons it is beneficial to add a discrete
flip-flop to its output. This configuration provides a better
timing solution and simplifies the design [16]. In addition it
allows a single logic cell to implement a shift register with
width of up to 17 bits. Figure 4 shows the detailed block
diagram of a logic cell configured as a SRL16 shift register.

In our design, we use one SRL16 cell at the output
of each equality test (i.e. for each distinct character) and
for each location (offset) where this character appears in a
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Figure 4. Xilinx Logic Cell SRL16 structure.
Fully synchronous Shift Register.

search pattern. However, we share the output of the SRL16
cells for search pattern characters that appear in the same
position in multiple search strings. To avoid fan-out prob-
lems we replicate SRL16 cells so that the fanout does not
exceed 16. This is based on an experimental evaluation
we performed on Xilinx devices that showed that when the
fanout exceeds 16 the operating frequency drops signifi-
cantly.

2.2 Techniquesto I ncrease Performance

In order to achieve better performance we used tech-
niques to improve the operating speed, as well as the
throughput of our DCAM implementation. To achieve high
operating frequency, we use extensive fine grain pipeline in
a manner similar to our earlier work. In fact, each of our
pipeline stages consists of a single processing LUT and a
pipeline register in its output. In this way the operating fre-
quency is limited by the latency of a single logic cell and the
interconnection wires. To keep interconnection wires short,
we addressed the long data distribution wires that usually
have large fan-out by providing a pipelined fan-out tree.
More details on these two techniques can be found in [15].

As alluded earlier, to increase the processing throughput
of a DCAM we can use parallelism. Similar to our previous
work we can widen the distribution paths by a factor of P
providing P copies of comparators(decoders) and the cor-
responding matching gates. Figure 5 illustrates this point
for P = 2. The single string ABC is searched for start-
ing at offset 0 or 1 within the 2-byte wide input stream, and
the two partial results are OR-ed to provide the final match
signal. This technique can be used for any value of P, not
restricted to powers of two. Note also that the decoders pro-
vide the equality signals only for the distinct characters in
the NV search patterns. Therefore we can reduce the required
area (and the fanout of the input lines) if the patterns are
“similar”. In the next subsection we exploit this behavior to
further reduce the area cost of DCAMs.
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Figure 5. Decoded CAM processing 2 charac-
ters per cycle: Two sets of comparators pro-
vide matching information for the two charac-
ter positions. Their results have to be prop-
erly delayed to ensure matching of the string
ABC starting at an offset of either 0 or 1 within
the 16-bit input word.

2.3. Search Pattern Partitioning

In the DCAM implementation we use partitioning to
achieve better performance and area density. In terms of
performance, a limiting factor to the scaling of an imple-
mentation to a large number of search patterns is the fanout
and the length of the interconnections. For example, if we
consider a set of search patterns with 10,000 uniformly dis-
tributed characters, we have an average fanout of 40 for
each of the decoders outputs. Furthermore, the distance be-
tween all the decoders outputs and the equality checking
AND gates will be significant.

If we partition the entire set of search patterns in smaller
groups, we can implement the entire fanout-decode-match
logic for each of these groups in a much smaller area, re-
ducing the average length of the wires. This reduction in the
wire length though comes at the cost of multiple decoders.
With grouping, we need to decode a character for each of
the group in which they appear, increasing the area cost.
On the other hand, the smaller groups may require smaller
decoders, if the number of distinct characters in the group
is small. Hence, if we group together search patterns with
more similarities we can reclaim some of the multi-decoder
overhead.

In the partitioned design, each of the partitions will have
a structure similar to the one depicted in Figure 6. The mul-
tiple groups will be fed data through a fanout tree, and all
the individual matching results will be combined to produce
the final matching output.

Each of the partitions will be relatively small, and hence
can operate at a high frequency. However, for large designs,
the fanout of the input stream much traverse long distances.
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Figure 6. The structure of an N-search pattern
module with parallelism P = 4. Each of the
P copies of the decoder generates the equal-
ity signals for C' characters, where C is the
number of distinct characters that appear in
the N search strings. A shared network of
SRL16 shift registers provides the results in
the desired timing, and P AND gates provide
the match signals for each search pattern.

In our designs we have found that these long wires limit the
frequency for the entire design. To tackle this bottleneck we
used multiple clocks: one slow clock to distribute the data
across long distances over wide busses, and a fast clock for
the smaller and faster partitioned matching function. The
idea is shown in Figure 7.

Experimenting with various partition sizes and slow-to-
fast clock speed ratios we found that reasonable sizes for
groups is between 64 and 256 search patterns, while a slow
clock of twice the period is slow enough for our designs.

2.4. Pattern Partitioning Algorithm

To identify which search patterns should be included in
a group we have to determine the relative cost of the vari-
ous different possible groupings. The goal of the partition-
ing algorithm is (i) to minimize the total number of distinct
characters that need to be decoded for each group, and (ii) to
maximize the number of characters that appear in the same
position in multiple of search patterns of the group (in order
to share the shift registers). For this work we have imple-
mented a simple, greedy algorithm that partitions iteratively
the set of search strings according to the following steps:

1. First we create an array with one entry for each search
pattern. Each array entry contains the set of distinct
characters in the search string.
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Figure 7. DCAM with Multiple Clock Domains.
Slow but wide busses distribute input data
over large distances to the multiple search
matching groups. These groups operate at
higher clock rates to produce results faster.

2. Starting with a number of empty partitions or groups,
we first perform a step of initial assignment of search
patterns to obtain a “seed” pattern in each group of the
different groups.

3. Then we use an iterative method: for each group we
select an unassigned search pattern so that the cost of
adding it to the group is the least among the unassigned
patterns. The cost is computed by finding the set dif-
ference between the set of characters used already by
the group and the set of characters in the search pat-
tern under consideration. We iterate among all groups
and all search patterns until all the patterns have been
assigned to a group.

Our algorithm implements a simple heuristic and does
not guarantee an optimal partitioning of the search patterns.
However, we have compared it with a straightforward ap-
proach of just sorting the search patterns, and we found that
using the group identified by our algorithm the area cost
was about 5% smaller and 5% faster than the one using par-
titioning based on sorted search patterns. Our algorithm
is more efficient in minimizing the number of shift regis-
ters requiring 9% fewer shift registers than the sorting the
search patterns. For the entire SNORT rule set and using 24
groups, our algorithm produced groups that contain an av-
erage of 54 distinct search characters each. Therefore each
of the decoders is significantly smaller that a full 8-to-256
decoder.

-1
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Figure 8. DCAM Performance in terms of oper-
ating frequency and throughput for the group
sizes of 64, 128, and 256 rules.

3. Evaluation

We evaluate the efficiency of our DCAM architecture
and implementation using two main metrics: performance
in terms of operating frequency and processing throughput,
and area cost in terms of required FPGA logic cells and
slices. We implemented the DCAM architecture on Xil-
inx Virtex2 devices at -6 speed grade, and varied the ex-
act device model to keep the device utilization above 70%.
We generated the VHDL description for the implementation
automatically from the SNORT rule set according to the re-
sults of our partitioning algorithm. To evaluate the impact
of partitioning on our proposed architecture, we consid-
ered three different group sizes: 64, 128, and 256 rules per
group. Experimentally we have found that groups smaller
than 64 or larger than 256 rules are inefficient and that the
range 64-256 is sufficient to explore grouping efficiency.
We used the official SNORT rule set [12] which consists of a
total of about 1,500 rules and a corresponding 18,000 char-
acters. Finally, we also considered the use of parallelism
to increase throughput and we implemented a DCAM the
process 4 bytes per cycle (P = 4).

3.1. DCAM Performance and Area Evaluation

Our first step is to evaluate the basic performance and
cost of DCAMs. Figure 8 plots the performance both
in terms of operating frequency, as well as in processing
throughput (Gbps) for the three group sizes (64, 128, 256
rules per group) and for rule sets with sizes between 4,000
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Figure 9. DCAM Area cost in terms of operat-
ing frequency and throughput for the group
sizes of 64, 128, and 256 rules.

and 18,000 total characters. We can see that all the differ-
ent designs achieve operating frequencies between 335 and
385MHz. This corresponds to a processing bandwidth be-
tween 2.7 and 3.1 Ghps. From our results we can draw two
general trends for group size. The first is that smaller group
sizes are more insensitive to the total design size (the plot
for group size of 64 rules is almost flat). The second is that
when the group size approaches 256 the performance dete-
riorates, indicating that optimal group sizes will be in the
64-128 range.

We measured area cost and plot the number of logic cells
needed for each search pattern character in Figure 9. Un-
like performance, the effect of group size on the area cost
is more pronounced. As expected, larger group sizes result
in smaller area cost due to the smaller replication of com-
parators in the different groups. Similar to performance,
the area cost sensitivity to total rule set size increases with
group size. In all, the area cost for the entire SNORT rule
set is about 1.28, 1.1 and 0.97 logic cells per search pattern
character for group sizes of 64, 128 and 256 rules respec-
tively. This cost includes all overhead of fan-out of the input
data, as well as of the output encoder and the slow-to-fast
and fast-to-slow converters, and is comparable to (or even
better than) area costs of designs based on finite automata.
While smaller group sizes offer the best performance, it ap-
pears that if we also take into account the area cost, our
medium group size (128) becomes more attractive.
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Figure 10. DCAM Performance (operating fre-
quency and throughput) for 4-byte per cycle
processing (P = 4) and group size of 64 rules.

3.2. Designs with parallelism

As we described earlier, we can utilize parallelism to in-
crease the processing throughput of a DCAM. In this sub-
section we evaluate the performance and cost of a DCAM
of four parallel matching structures, i.e. a DCAM that
processes 4 input bytes per cycle. We used a group set
of 64 rules based on the results of Figure 8, and the ob-
servation that since each group include four comparators,
it would be roughly equivalent in size to a group of size
256 of the single-byte processing equivalent design. Figure
10 plots the performance in terms of operating frequency
and corresponding processing throughput (Gbps) for rule
set sizes ranging from 4,000 to 18,000 search pattern char-
acters. As expected the performance drops as the total de-
sign size increases, and the operating frequency is lower
than for DCAMSs processing a single character per cycle.
For medium sized designs, a DCAM can operate at around
330MHz, while for our largest rule set (the entire SNORT
rule set) the DCAM operates at 300MHz. These frequen-
cies correspond to processing throughput of 10.5 and 9.7
Gbps respectively.

The area cost per search pattern character is shown in
Figure 11 (solid line). Depending on the design size, the
number of required logic cells per search pattern character
is between 3.9 and 3.6. Since each search pattern character
is searched for in four different locations (within the 4-byte
input word), the actual area cost of matching one character
at one location is less that one for the entire SNORT rule
set, smaller than for our earlier reported cost.

The area cost report of the Xilinx tools report area cost
(device utilization) in terms of occupied slices. However,
one slice contains 2 logic cells, and is reported to be occu-
pied even if one of the two is in use. Hence it is possible that
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Figure 11. DCAM Area cost for 4-byte per cy-
cle processing (P = 4) and group size of 64
rules. The dashed line is computed counting
flip-flop instead of slice utilization.

the exact cost will actually be smaller if the unused logic
cells in slices can be used for other logic. Our DCAM de-
sign always uses a flip-flop after each LUT, and it uses flip-
flops without corresponding logic for signal fan-out. Hence,
it is possible to measure the exact DCAM cost by counting
flip-flops, and fortunately the P&R tools report the flip-flop
utilization. We used this number to compute the area cost in
terms of flip-flops, and plotted the results in Figure 11 with
a dashed line. Using this metric and for the entire SNORT
rule set, the cost per search pattern character is around 3.2
flip-flops per character, compared to the 3.6 logic cells per
character reported by the P&R tools.

3.3. Comparison of DCAM and Discrete Compar a-
tor CAM

To get a better feeling for the improvement of the DCAM
architecture compared to our earlier discrete comparator
CAM design, we implemented the rule sets we used in our
previous article in the DCAM architecture. These rule sets
were smaller for two reasons: first the area cost was higher,
and fewer rules could fit in a given device. Second, our
earlier work focused mainly on high performance, and gave
optimal results for a few hundred of rules. In our earlier
work we reported performance and area cost for process-
ing 4 bytes per cycle (i.e. P = 4). Hence to obtain results
that would be directly comparable, we used the same paral-
lelism setting and implemented a 4-byte per cycle DCAM.
We also refrain from using partitioning in the DCAM both
to remain closer to the previous design but also because the
number of rules is small.
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Figure 12. Performance comparison between
the Discrete Comparator CAM and the DCAM
architectures.

Figure 12 plots the operating frequency for our earlier
architecture (tagged CAM) and our proposed DCAM ar-
chitecture for a number of patterns ranging from 50 to 210
rules. The results show that while for the smallest rule set
both implementations operate at 340 MHz, when the rule
set size increases, the scalability of the DCAM approach
is better, and for 210 rules achieves about 12% better fre-
quency.

Figure 13 plots the cost of the designs again in terms of
logic cells per search pattern character. In is clear that the
DCAM architecture results in drastically smaller designs:
for the largest rule set, the DCAM area cost is about 4 logic
cells per character, while the cost of our earlier design is
almost 20 logic cells per character. All in all, and for these
rule sets, the DCAM architecture offers 12% better perfor-
mance at an area cost of about one fifth as compared to our
discrete comparator CAM design.

4. Related Work

Pryor, Thistle and Shirazi in 1993 made one of the
first attempts in string matching using FPGAs [11]. Since
then many others researchers have worked on FPGA-based
string match systems.

Most researchers designed there pattern matching ar-
chitectures using regular expressions and either non-
deterministic or deterministic finite automata. Sidhu and
Prassanna presented a method for finding matches to a given
regular expression text using NFAs, and focused mainly in
minimizing the space required to perform the matching[13].
Franklin,Carver and Hutchings also used regular expres-
sions to store patterns extracted from SNORT database[7].
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Figure 13. Area cost comparison between the
Discrete Comparator CAM and the DCAM ar-
chitectures.

They managed to include 16,000 characters! requiring 2.5
logic cells per matching character. Moscola, Lockwood,
Loui and Pachos constructed regular expressions and con-
verted them into DFAs. To increase their design’s through-
put, they use multiple parallel content scanners and ex-
ploited in this way packet-level parallelism [10]. Lockwood
also implemented a sample application on FPX board using
a single regular expression[9]. Clark and Schimmel [3] de-
veloped a pattern matching coprocessor that supports the
entire SNORT rule-set using NFAs. In order to reduce de-
sign’s area they used centralized decoders instead of char-
acter comparators for the NFA state transitions. Their de-
sign processes one character per cycle, and implemented
over 1,500 patterns (17,537 characters), requiring about 1.1
logic cells per search pattern character. They achieved an
operating frequency of 100 MHz for a total throughput 0.8
Gbps using a Virtex-1000 device.

While most proposed designs use N/DFAs, researchers
have proposed architectures based on CAMs and discrete
comparators. Gokhale, et al [8] used a CAM to implement
Snort rules. Their hardware can serve total throughput of
2 Gbps in a VirtexE device. Cho, Navab and Mangione-
Smith [2] presented an architecture of pattern matching us-
ing discrete comparators. They were the first to use 4 parallel
comparators for every pattern in order to exploit parallelism
and process 4 bytes of packet data every clock cycle. They
used an Altera EP20K device and achieved a frequency of

Lnon-Meta characters, size of regular expression



Table 1. Detailed comparison of string matching FPGA designs

Description Input Device Freg. | Throu- | Logic | Logic | #Patterns x
Bits/ MHz | ghput | Cells’® | Cells | #Characters
c.C. (Gbps) [char
Sour dis-Pnevmatikatos 32 Virtex2-6000 303 9.708 64,268 3.56
Spartan3-5000 | 154 4913 66,556 3.69
8 3857 | 3.080 23,228 1.28
Pre-decoded Virtex2-3000 | 3720 | 2975 | 19,854 | 1.10
CAMs 3351 | 2.678 17,538 0.97 | 1,466x12.3
261° | 2.086 26,620 1.47
Spartan3-1500 | 263'° | 2.107 23,100 1.28
250t | 2.000 19,902 1.10
32 Spartan3-5000 | 186 5.941 65,466 4.38 1286x11.6
Sourdis-Pnevmatikatos[15] 32 Virtex-1000 171 5.472 8,132 16.64
VirtexE-1000 | 245 7.840 7,982 16.33 47 x 104
Discrete Virtex2-1000 344 | 11.008 8,132 16.64
Comparators VirtexE-2600 204 6.524 47,686 | 19.40 | 210 x 11.7
Virtex2-6000 252 8.064 47,686 | 19.40
Sidhu et al.[13]NFAs 8 Virtex-100 575 | 0.460 1,920 ~66 (1x)29°
Franklin et al.[7] 8 Virtex-1000 31 0.248 20,618 2.57 8,003°
Regular VirtexE-2000 50 0.400 20,618 2.57 8,003°
Expressions 49.5 0.396 40,232 2.52 16,028°
Moscola et al.[10]DFAs® 32 VirtexE-2000 37 1.184 8,134° 194 21 x 20%
L ockwood[9]FSM+counter 32 VirtexE-1000 119 3.808 98 8.9 1x11
Gokhale et al.[8]Dis. Comparators 32 VirtexE-1000 68 2.176 9,722 15.2 32 x 20
Cho et al.[2]Dis. Comparators 32 Altera EP20K 90 2.880 | ~17,000 | 10.55 | 105 x 15.3
Clark et al.[3]NFAs-Shared Decoders 8 Virtex-1000 100 0.800 | ~19,660 | ~1.1 | 1,500x11,7’
90MHz, achieving 2.88 Gbps throughput. ter.

Our previous research [15] showed that architecture with
discrete comparators, using fine-grain pipeline and paral-
lelism, can achieve roughly twice the operating frequency
and throughput on the same or equivalent devices compared
to other architectures. However the area cost was 4-5 logic
cells per matching character (multiplied by N for designs
that process N characters per cycle), when other designs
need betwen 1.1 and 2.5 logic cells per matching charac-

2Two Logic Cells form one Slice and 2 or 4 Slices form one CLB in
Virtex-VirtexE and Virtex2-Virtex2 Pro devices respectively.
3These results do not include the cost/area of infrastructure and proto-
col wrappers.
421 regular expressions,with 20 characters on average, (420 character).
50ne regular Expression of the form (a | b)*a(a | b)* for k = 8 and 28.
Because of the * operator the regular expression can match more than 9 or
29 characters.
6Sizes refer to Non-meta characters and are roughly equivalent to 1600,
and 800 patterns of 10 characters each.
“over 1,500 patterns that contain 17,537 characters.
84 Parallel FSMs on different Packets.
9Design with group size 64.
10Design with group size128.
1 Design with group size 256.

Summarizing, DCAM achieves similar and for large
number of patterns better performance compared to our ear-
lier work. The area cost also decreases at 0.97-1.28 logic
cells per character for designs without parallelism, and less
than one logic cell for designs that process four characters
per cycle. Table 1 summarizes a detailed comparison be-
tween related work and DCAM designs. Compared to Clark
and Schimmel [3], DCAMs have similar or lower area cost.
A direct performace comparison is not possible because the
SRL16 cell is not supported by the Virtex devices used by
Clark and Schimmel. Based on our earlier results [15], we
can estimate that a design operates in a Virtex2 two times
faster than in a Virtex. Using this general rule, we can
roughly estimate that our architecture (335-385MHz on a
Virtex2) is at least 70% faster than Clark’s et al. architecture
(100MHz on a Virtex). Finally, on Table 1 some initial re-
sults for Spartan3 devices are presented. These results show
that Spartan3 has about 50% to 100% worst performance.
Considering that is about 10 times cheaper, Spartan3 can
constitute a very cost-effective solution.




5. Conclusions and Future Work

In this paper we expanded on our previous work and pro-
posed the Decoded CAM architecture for content match-
ing for Snort NIDS. DCAM s offer simplicity and regularity
while at the same time can operate at high frequency and re-
quire a modest area cost for their implementation. We used
fine-grain pipeline to obtain high operating frequencies and
we can use parallelism to increase the processing width and
hence the processing throughput.

Based on our DCAM architecture we can produce imple-
mentations that include the entire payload processing part of
the SNORT rule-set in a single device (a Virtex2-3000 for
P = 1and a Virtex2-6000 for P = 4), having total through-
put of at least 2.7 and 9.7 Gbps respectively. DCAM’s per-
formance and area cost results showed that it is a better so-
lution compared to our previous work, and that can achieve
at least equal area cost compared to the best published.

There are still improvements that can be used to make
DCAM architecture better. One parameter we have not ex-
plored in detail is the width of pre-decoded incoming data.
In this work we used 8 bits. However, we could consider
different widths such as 4 bits (a single nibble fitting in a
LUT), or 12 bits, etc. Narrower decoders may prove bene-
ficial since they may increase the degree of sharing of de-
coder terms even further but require wider AND gates to
determine the pattern match. A comparison of the effect
of this parameter on the performance and cost of DCAMs
would be very interesting.

Finally, an evaluation of the partitioning alternatives
would also be very interesting. Our partitioning algorithm
is greedy, and hence may leave room for further improve-
ments. A more sophisticated algorithm could take into ac-
count the exact location of the similarities between search
patterns (in order to increase the degree of shift register
sharing), and would use a global instead of local approach
to cost minimization. We plan to investigate these issues
further in order to further improve the DCAM architecture.
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